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22 March 1983

MEMORANDUM FOR RECORD

Subject:

[

Notes on WINTEX 83 Senior Level First Impressions
Conference, 22 March 1983

LTG Prillaman - Key note - had a good exercise overall

- Will focus on negative rather than positive

-- briefer 3% 50SCESS2(Q6)

- Controller First Impressions

‘ (1)

(2)

(3)

(4)

(5)
(6)

(7)

JDA

~— QPLAN data bases outdated

Execution Monitoring

-~ Matching US/NATO Rules of Engagement not smooth
OPLAN assignment errors made

Alert System - not fully knéwn by all

Situation Monitoring

Seleétive Release

-— NATO secure voice not reliable

~~ AUTOSEVOCOM limited IS5 330X 8)

-~ Examination of procedures need to be made

~- Trend for improvement is insufficient

Crises Management

-~ Procedures need to be refined...0SD/JCS are
improving

SRS
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-- Time differences brought problems. Need full
24 hour participation

-- Declaration of war only on ORANGE rather than all
ORANGE Pact...confused allies

-- Trend is insufficient

(8) NEO
-- Evacuation smoqth

-~ Lack of transit/safe haven agreements are in
existence...need coordination

(9) Security Assistance

~- Reallocation/legislation coordination needs to
be improved...standby legislation needs to be

made
(10) Log Sustainability (Civil—Military)
-—- Inadequate...needs fixing
(11) WWMCCS ADP
-~ WIN reliability: 95%

~-- Data base transfer problem: Master Force List
transfer by JDS - 50 hours

(12) Space Operations
-—- Lots of play

-— Passing of control satisfactory

(13) Communications

*

-- Actual degradations occurred

-— Minimize effected.

- Messages backlogged and had to be flown between
command centers

-~ QPSEC weakness

-~ Trend 1is poor
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Exercise Chief Controller (BG Penzler)
- Major Concern
-- Comms to NATO

-- Players not looking ahead

-- Exercise not used as training vehicle by STATE/OSD

- Major Progress
1

-~ Better decentralization
-- More participants
-- Good test of NATO plans/procedures

Fall 1983 exercise (November) will be PRESSURE POINT 84

LTG Prillaman - Senior Player Comments

DEPSECDEF (Thayer) - We need player participation here in
Washington to help improve crisis management...try to
get higher level players more involved...need high level

attention

0OSD (Gen Stillwell) - Bringing a coalition from crisis to
war is demanding. We must continue to practice these
exercises...some activities provided a new man each
day...this is a poor way to learn. State Department
participation was gquite inadequate...a noticeable lack
of high level STATE play...especially you Mr. Ambassador.
We are going to propose a Working Group of Exercise
Planners for the next exercise (high level planners)...
we are still in a reactive mode...we need active advanced

planning involved

STATE (Ambassador Landgen) = Well...I was out of town. The
criticism is justified...I feel strongly that we are
generally deficient in terms of games and exercises. )
We will improve!...am surprised that we have no agree-
ments in advance on NEO...surprised we had no evacuation
by sea...surprised by need for more secure comms...
generally surprised by our needs...STATE must beccme

involved...

WHITE HOUSE (Gen Boverie)

- Admin problem in declaring war on ORANGE rather than
ORANGE "Pact" is our mistake...we'll become more alert

i enpe
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Secure video link between Pentagon and White House is
a problem...understand work is underway

FEMA (Mr. Guiffera)

- Was distressed that OPSEC/COMSEC went down on this
exercise

- Message addressed to wrong places...activities needing
to respond not addressed...activities not needing to
respond were addressed...some of these actually

responded

-~ Want to be informed on use of NUCS...only as an info
addressee...we need to keep abreast of what's happening

- We need higher level participation so that the problems
can be addressed

SEC ARMY (Secretary March)
- Need for secure communications is apparent

-~ If Soviet Union was to intercept our comms, I'm quite
sure they would be confused, however...

ARMY (MG O'Conner)

- Can't see a swing strategy - war will be all over
"VCNO (Adm Small)

- War must be seen as a global war
DEPT AIR FORCE (Secretary McCoy)

~ Need more senior players involved

- Need better coordination with Joint Staff in crisis
management .

- Need better information on which to base decisions’
AIR FORCE (MG Burpie)
MARINE CORPS (LTG )

~ I'll keep quiet
COAST GUARD (VAdm Stebbie)

- Look forward to next exercilse

SECRF
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NORAD (BG Brandt)
- Excellent exercise

CINCCENT

-~ No comment at this time

JCS (J-4)

- Exercise artificialities caused problems
- We'll look at sustainability more closely
(J-5) - No comment
(C3S) - No comment

MSC (vadm Carrol)

- We need to test our sea attrition in war...we're fooling
ourselves if we think we can get it all there without
losses...this frightens me...in 1942, we sent 33 ships
to Mummansk - only 11 got through

- We need to look at sealift attrition because 95% of
our goods go by sea

~JCS (LTG Dalton)

- The people who should have played in the exercise should
have been the people with the expertise

OPSEC - We're not disciplined and we don't have enough
secure lines

We need to educate people in understanding NATO procedures

- Express appreciation to all who did participate

-- Again, we're focusing on the negative today

-~ Thanks

35 hust 85[0l
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THE JOINT STAFF

MEMORANDUM FOR RECORD

SUBJECT: Notes On: WINTEX 83 Senior Level First Impressions

1.

First Impressions Conference.

Conference, 22 Mar §3 (U)

(U) This MFR highlights four issues addressed at the 22 Mar 83
These issues are documented to

respond to the following Dir, C3S, request:

2.

"Would like to have a simple list of each comm deficiency
identified and short analysis of where systems improve-
ments (possibly would affect each)stands at the moment."

{U) The Issues:

(U) #1: NATO - US Secure Voice.

(1) e rirst Impression: Was Inadequate

(2) &P Status of Improvement: ELCROVOX is the Normal NATO
Secure Voice Equipment. It operates at data rates between
1.8 to 2.4 kbps_-and thus compares with our 2.4 kbps narrow-
band service as far as gquality is concerned. There is, how-
ever, no interface with US secure voice equipment because
of the different algorithms and technology used. Cross-
connecting the systems requires breaking back to clear
voice and reencrypting with a loss in quality. The US has
proposed a loan of up to 360 STU II until a NATO standard
is approved and purchased. A decision on this loan offer
is expected to be made in 3 to 4 months. The loan offer
will likely be rejected because of competing European mem-—
ber secure voice programs. The Nethetrlands, Germany,
Norway, Italy, and France all have bilateral agreements
with the US to build STU compatible secure voice equipment.

(U) #2: Data File Transfer Using WWMCCS ADP.

(1) @8 First Impression: Was Inadequate

(2) @™ Status of Improvement: This is misleading, because
it leads one to believe that WWMCCS ADP, per ce, is the

culprit in any inadequacies associated with data file trans-
fer. It was instead, a series of user errors that included




DECLASSIFIED IN FULL
Authority: EG 13526
g%‘zig{ Records & Daclass Div, WHS
ater .. 4 i
DEC 142012

a receiving file too small and an inadvertent erasure of
files which caused a 50 - hour delay. WWMCCS ADP itself,
during this period, functioned adequately. Consequently,
no WWMCCS ADP "improvement" is required. In addition, an
ancillary problem was the transfer of a USPACOM package
from the JDA to the NMCC. An excercise file had not been
prepared at USPACOM and JDA. Resultant preparation of a
file required a 2 to 3 day effort. 1In sum, no hardware
systems problem here; rather, it was a procedures problem.
(Procedures are being reviewed by various commands to pre-
vent such errors in the future.)

(U) #3: US - NATO Communications.

(1) ¢ First Impression: Were Inadequate

(2) @ Status of Improvement. A principal reason is that
US 1200 Baud systems interfaced with NATO 75 Baud systems
and the NATO systems could not maintain pace. Attached
point papers and memo (Tabs A, B, and C) cite the following:

-— Tab A: To partially alleviate the backlogs,
USCINCEUR installed 1200 Baud equipment and
delivered messages by courier. An interim
solution has been suggested that would pre-
position high-speed terminals and send addi-
tional AUTODIN to NATO.

~— Tab B: 48% of messages manually input into
the teletype circuit at the Pentagon were
rejected by the Belgium TARE. - US delegate
to the Military Committee at Brussels has
recommended that US-personnel visit NATO to
analyze the reject problem.

-~ Tab C: NATO interoperability is hindered by
the need for data security. NATO cannot dic-
tate standards. Major initiatives are being
addressed, however, that involve interopera-
bility. These are: the encouragement of
standards in equipment, procedtires, integra-
tion, and compatibiltiy; the cooperation- in
development and procurement; and, the recom-.
mended adoption of common applications.

(U) #4: ' BEuropean Theater Communications.

(1) em» First Impression: Were Inadequate

(2) @ Status of Improvement. A CINCMAC representative
made this observation in relation to several related pro-

blems as follows:

2
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-- slow comms: Pertained to the AUTODIN switch badklog
in Europe between USEUCOM and NATO HQs (which by the
11th & 12th days of the CPX registered message back-
logs in terms of not "hours," but "days;" e.g. 8+ days
at AFNORTH, 6+ days at UKAIR, and 3+ days at AFCENT.
Such required the transit of US - NATO messages by
aircraft and vehicular courier (see para ¢, Tab A,

above) .

-— unsecure comms: Pertained to shortages in PARKHILL
equipment within USAFE to satisfy MAC requirements
and a lack of NATO compatible secure voice equipment.

-— insufficient comms: Pertained to insufficient Class A
AUTOVON access lines needed to support the CINCMAC -
ALCE traffic. The basic problem is based on a general
shortage of USAF funds that are needed for leasing

lines for ALCE operations.

. Improvements center on a long standing problem facing CINCMAC
involving exercises. This generally lies in the purview of
the USAF to resolve funding issues. The SVIP/ALCEP/STU II
programs may provide for long term relief; however, near term
actions will require providing more PARKHILL and VINSON to
meet needs. Some relief on the AUTODIN/AUTOVON saturation
problem may be afforded on completion of the Digital European
Backbone (DEB) and the European Telephone System (DTS) up-
grades and the eventual evolution to the Defense Data Net-
work (DDN). The problem of AUTOVON access will require USAFE
assigning sufficiently high priority to the CINCMAC needs to
insure that funds are available for leasing of required cir-
cuits. (In the past, these requirements have been deleted

due to funding shortages.)

3 Incls
COL, U

A - Point Paper "NATO Comms BVAL OFC
Backlogs," 21 Mar 83 .
B - Point paper "Message
Rejection," 21 Mar 83 % SUSC §SSZ(,®(®
C- Memo "WINTEX 83," 5 Apr 83

SXT N 5 5
FEESY R AR
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DESTROY WHEN NO LONGER NEEDED 21 March 1983
EEET—S

_Point Paper for the Director for Operations for use during the
SYAPE Post Exercise Discussion (PXD)
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__NATO Commaricatidns Backlogs (U)

1L, DWDPOSJ. To provide background informauion on AUTODIN

LIL. HAJOR DOINTS: !

L. Hurlnq WINTEX~ -CIHMEX 83, .bzeck 1628 occurred’ at the’ dnkere
%FaCé points. between. hlgh ~speed AUTODIN and lo —speed.
‘NATO systems.

£ ik et oo e S A

. Backlogs occurred at all the AUTODIN switches, but the
{most serlous was at CroughtonL_UK

L% S SRRt

e e

Host NATO circuits operate at, 75 bandf thus, they are:
Unable tqﬂgccept larce volumes of message traffic.from
‘ fthe AUTODIN sytem.
- Peak backloags were traffic for:
-—- Southwick, UK 721 messages
-— Kolsass, NE 2069 messages
—= Northwood, UK iEEl BAPEEnGE
.—-— ¥az=tricht, NE €24 meeszces

c_ffa partlally allev1ate the backloc, psﬁluczug,;nggalleo

71200: baud D191taI,§GSscr1ber .Terminal Eguipment. (DSTE)
‘at Ramstein AB and delivered. ‘messages._by.. courier.

rwu-dwv" Bt B A o s

rW

D. USCINCEUR has proposed the following HAEerim 'olutlon
(Tab A):

- Preposition high-speed mobile terminal equipment at
specified locations within theater.

- Additdicpal b u DX 'jSS>ESU$Q§§ErZ(ng>

APPROVED BY DIRECTOR, C3S

Prepared by: i
gcﬁy;ngency/Crlsis Management Division, C3S

rtension 70007
17 March 1983 DECLASSIFIED IN FULL

Authority: EQ 13526
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DEPARTMENT OF DEFENSE
JCS MESSAGE CENTER

JAEDIATE 1YY RUSKNOAGA03 0721052

b 1310307 AR 83

"FM USCINCEUR VAIHINGEN GERMANY//ECI3//

O JCS WASH ucmmwmsnu

INES CINCUSSEEUR BTIDTLRERG GERMAKY//ATRGC//
SSRAVIUR LONOON un*rza LIRS

TTLITRLTD ORAMSTIIN A GERMANM//0S

USk¥E SRAPD BILGIM CINILANT NORFGLE VA

g SUSL FIPST IMPRISSIOKS REPOTT:
FEie I8 TIIBACT FIE £ WEMMOTA
(G In BE s%sr 10 REF FOLLOVING COMMENTS ARY PROVIAED.

SECTION 003 OF OC:
EXERCIST UK’T'R—»IP’R 8 (U

. L DT VIKTED-CIME) ET WAS ONT OF 25S3 ‘
e LOFITENT Y TRIINING sIptErevrgt
T T D BATILI I
i TATF ISSUIS PROERLY AND TC TR
In PROZEDURES KJ7 PRACTICED DURIKG DAILY mmm&%
MANY REAL WOR

PROZLEFS WiP: HIGHLIGHTED, SCMz WER ATELY

RESOLYED, OTHEES. SOMI OF WHICK ARE STATED BELOW OR WILL BE

RODRESSED IN AFTER AZTION REPORT, STILL REQUIRE ATTENTION.

s. (U} SPECIFIC IMPRESSIONS ARRANGED AS REQUESTED IN REF,
mz ATIVE OF RELATIVE IMPDRTAKZE.

. (U) JOIKT DEPLOYMEKT SYSTEw.

(1) (U) TRACKING RIGH PE{DRITY CARGO: AFTER PLAK
EXECUTION. ASSIGNMENT OF KOW-UKTT CARGD PRIORTTIES TO MOVE BY AIR
15 TFEDS Tile IS DXTREMILY BIFFICULT. CARGC INCREMENT NUMBERS
(CIK) RIPRISENT KJTIONAL VICE ACTUAL CARGS AND ARE USELESS TO
CIKC FOF MAWAGING HIGH PRIORITY CARGD. USE OF CARSG NUMBER (C50)
¥ITH DATA ELEMENTS SIKILAR TO FRN WOULD SOLVE THIS PROBLEM.

B. (U} COMMAND CEWTER OPERATIONS. PROZEDURES.
COMVUKICATION: AND OSD, JCS. CIKD, AZENDY INTERFACE,

(1 o LOGISTICS ASSISTANCE PEQUESTS: LOGISTICS
ASSISTAKCE REQUESTS FROM NATIONS ARE PROCESSED THROUGH SHAPL
LOIISTICS COORDINATION CELL TO KATIONAL M35, KO USEUCO |
Ax* srw"’ COMPORERTS.  IF REQUESTED ITE¥ 1S SURPLUS n.

* ’H- ”h Y Nk h"(

i HOF S :

-
M

SIEMINGLY

PR H CASSIL unsl
FRUITRITION FOF E5TING KATION ANT CRIPALES KATG
COMMAKDEE 'S EFFORTS TO PLAN FOR EMPLOYING AND SUSTAIKING HIS
FORZZ. KECOWMERD LOGISTIC ASSISTAKCE RIQUIST PROCEDURES BE
REVISED TG PROVIDE TIMELY RESPOMSE.

{2) i WAIOR RATO COMMARD PRIORITIES: CONFLICTS
IN PESOURCE ALLOTATION AMDKS MAJDFE KATC COMMANDS (SACLANT,
SACEUR. AND CINCCHAW) HAD KO CLEAR STANDARD FOR RESOLUTION,
CORTLICTS IN REPLACEMENT REQUESTS FOR U.S. SHIPS LOST IN
SACEUR’S WEDITERRANEAN OR SACLANT'S KORTH SEA WERE RESOLVED
ON UNILATERAL BASIS BY JCS WITH KO INPUT FROM WATO.

(3) @ CRITICAL ITEM KAKAGEMENT: EXISTING BEPORTS
PROVIDE INADEQUATE INFORMATION TO UNIFIED COMMANDERS OM
[OMPONENT CRITICAL ITEMS OK SERVICE EFFORTS TO CORRECT
SHORTFALLS. SINCE CINC CONTROLS THEATER PRIORITIES FOR BOTH
KATERIEL AND LIFT, SUCH INFORMATION 15 VITAL.

. (U) EXECUTION MOMITORING (RTINFORCEMENT OF KATD
(K0P OF FORCES, ROZ, US/NWATO ALEFT SYSTEMS, OPLAK
IKPLEKENTATION) .

(1) PALLOCATION OF RESOURCES: EACH NATO MSC
(CINCS NORTH, CENT, AKD SDUTH) REQUESTED REPLACEMENTS FOR
DESTROYED SHIPS, AIRCRAFT, AND YEAPON SYSTEMS EITHER
DIRECTLY TO CINCEUR OR TO SACEUR, SHAPE PASSED REQUIREMENTS
10 CIKCEUR WITHOUT ESTABLISHING AWY PRIORITY.

DEMAND EXCEEDED AVAILABILITY. COMSEQUENTLY, WHEM SHAPE DID
¥OT ESTASLISK PRIORITIES FOR ALLOCATION OF RESOURCES,
RLLOCATION FELL DE FACTO TO HQ USEUCOM. (THIS IS SIMILIAR TO
ITEX 3B(2) ABOVE).

KZTION C315) . {U.6.7.
L "'SH! LIS:00) 101y KIDSI®Y DOTDIV(Y) J: H”'C“*
JAL4 JS(20 C35(5) TOMMOFF (1) USCIRCZERTLOCY)
JDALOII Y JECG(5) SECOEF () USDR(15: ASDIMRALIZS
hv"r"u
<Lwe C: WASEINGTON 00
oo 1
Mars

regere
e e

3s 2.3(0X5 )

FIQUIRL 5

{2) CHOP OF FORCES TO MATO: USCINCEUR IS
AUTHORIZED TO CHOP THOSE DEPLOYIMG FORCES LISTED IN THE ACE
ORDER OF BATTLE (ORBAT) TO MATD. FORCES KOV LISTED REQUIRE
SPECIFIC JCS/NCA APPROYAL TO CHOP, CURFENT EDITION OF ACE
OXBAT CONTAINS C2SOLETE INFORMATION. AND MARY FORCES
IKTERCED FOr CHO® AR ROT LISTEC. JRARSFEL (7 THDSE fQRI%C
TOORATL Wil TIMD CONSUMING AND FRUSTRATED QUF ALLIES. JI¢
KUST UFDATE THD ALL ORBAY

(3) ¢PGRAVES REGISTRQTIOR: GRAVES BEGISTRATION
PROGRAM WITHIN U,S. KILITARY IS INCAPAELY OF FURTTIONINZ 1K
WARTIMI. DURING EXERCIST, ALL SERVICES WEHD LNASLY T(
PROCLES THIIF DEAD. TEH’ORAPV BURIAL WAS APFPOVIL
IMMEDIATELY, HOWEVEER, ACTUAL MANPOWDR AND MATERIAL TO
PERFOPY. THIS FU?\'TION WAS WOREXISTEWT. ADDITIONALL
PROZEISING CF P23 TPEEITC NAE KIVIP ADIEISII.

l—- o rwrw RO HovLT RAuwwlicoow

Looqu: CIVIC-WILITARY INTERFAD (NIG, Sk, HNS. LO:

SUPPORY TO NATO;.

(1) ¢ NOKCOMBATANT EVACUATION OPERATIONS (REO}:
KEQ PROCEDURES IN FRG WERE FULLY EXERCISED DOWK TO COMUKITY
LEVEL. MWANY NEW ASPECTS WERE PLAYED, MOST Of WHICH WENT
YELL WHEN OKLY U.S. ASSETS WERE USED. WHEK, HOWEVEE,
OUTBREAK Of WAR REQUIRED MOVEMENT THROUGH BELGILM ARD
RETHERLAKDS AKD BY CARRIERS OF OPPORTURITY, THERE WAS XD
PROVISION OR PLAN FOR THIS EVOLUTION. PLAKS KIED T0 BI
EXPANDED TO INCORPORATE FULL CAPABILITIES OF WSC, MAL, KTKL,
AND ALLIED AGENCIES. ADDITIONALLY, BILATERAL NEO AGEEEMERTS
WITH APPROPRIATE HOST NATIONS SKOULD BE DEVELOPED,

(2} PORT AMNUKITION RESTRICTIONS: U.S5. SHIPS
ARRIVED AT EUROPEAN PORTS CARRYING AMMUNITION TOWNAGES IN
EXCESS OF THAT ALLOWED IN POPULATED PORTS BY HOST NATIONS.
LIMITATIONS PLACED ON ORDNANCE OFFLOAD AT PORTS NEEDS TG 8%
BASED Ok waRTIME VICL PEACETIME REQUIREMERNTS AND GUIDAKTE

SHOULD Bf SPECIFIED IN KiT EXPLOSIVE WEIGHT (KEw) VICE BULK

L0AD.
(3) NBL EQUIPMENT: SHORTFALL EXISTS THROUSHOUT

THE&T{P FOF

T CLOTHINS ARD EQUIPMENT. RDDITIONAL ASSETS

- GISTRIBUTEL.

M,EF p2i "“It»&,u«;

I3 KNS LOW SFEED h’-‘uS SYSTEXS
EAL!SLE,EI".SSIVL BACKLOGS AT AUTODIN SWITCHES,.. PROSLEN WAS

= PARTICULARLY. ACUI{ AT CROUSHTON,- UK. -, UKT1L-Nb

&IS OPERATIONAL, RECOMNENG- PREPOSITIONIN HIGH SPEED KBILE .
“TERMINAL EDHIPHEHLH SPECIFIED LOCATIONS WITHIK THEATEE..

&

1y

im.s VLD PROVIDE

DL Dk-CALL CAPABILITY T0 RECEIVE TRAFFIC,
-DESTINED' FOR WATG_ ADDEES_ FOR. SUBSEQUENT DELIVERY BY COURIER.
YOFFER OF ADDITIONAL AUTOOIN TO NATO IS ALSO UMDER -
cmswmmm AS INTERIN MEASURE.

Pt 7Y @I KINIMITE EFFECFIVENTSS: ALTHOUSH KINIMIZE
WAS IMPOSED BY SEVERAL US AND WATO COMMANDERS, TRAFFIC
VOLIME IN EURDPEAN THEATER WAS NOT NOTICEABLY AFFECTED.
FOLLOV-UP AMALYSIS TO EVALUATE EFFECTIVENESS 0F
WINI¥IZE EFFORTS AMD DETERMINE EVEWTS WHICH WECESSITATE 87
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WORKING PAPER
DESTROY WHEN NO LONGER NEEDED 21 March 1983

Point Paper for the Director for Operations for the WINTEX-CIMEX
83 PXD at SHAPE on 22 March 1983.

ssage Rejection irnto NATC-Wide Communiczaiicons

URPCSE: To discuss the extent and status of the messace
< ornlem into tne KNWCS.

e e

5551 of 522 (48 percent) messages nanually lnput into the
teletyne ‘circuit at the Pentagogw?qlecommunlcatlons Center

J(PTC) were rejected by 1 ‘the Evere Telegraph Automatic’
wRelay Echlpment (TARE) Belglum

- Causes of WINTEX-CIMEX 83 PTC/TARE high reject rate,
normally about 10 percent, are unknown; can be caused
by improper formatting or errors introduced by ecuip-
ments or circuits.

ullltarv’Comm;tfee, BfLéééls,

E. Major Points other discussants may bring up:

- The hich message reject rate is caused by US operators -
not following ACP (Allied Communications Policy) (TAB B).

Counterargument = Some of the rejects result from this
non-compliance with ACP. . However, the rigid reject .
features of the TARE switch will also cause rejects from
errors intrecduced by circuits and equipments. The PTC
doesn't get timely or adeguate feedback from TARE

switch personnel on the number and causes of message
rejects. They have no means to determine the causes -

of rejects in WINTEX-CIMEX 83. Although PTC

personnel plan visit NATO Hgs at Evere, copies of

wrage determined 1o be Unclassified
Reviewed Chiel. RDD, WHS
1AW EC 13528, Section 3.5

Date: gg}iﬁ 1 é ZQ%E



all messages as
WINTEX-CIMEX 83
to th isit.

Dt 76224

a e v

cvere Telegraph
USDELMC message

Evere Telegraph

n

=

ace

received by the TARE switch during
should be provided for analysis prior

IRECTOR; C35

EBS Evaluation Office —SSSUSCSSS?—(‘QX,(D

A -5 - R T e o e B ne - £
1428843 Ky &3, Rzel wWorll Freocolernm

Rejects", UNCLESSIFIED.
28%7382 Mar 83, "Real World Problem -
Rejects", UNCLASSIFIED.
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JCS MESSAGE

ROUTIHE ZYIM RUFKZAALTTS 0731516

B14Is14T B 43
F¥ USDELKAC BRUSSELS BE
- 10 DA WASHIC//DAMO-CAS-C//
) COR USACC OPS COMD WASHDC//CCHK-C//
01 PCICS ¥ASHOC
IXFO SECSTATE WASHOC//CILH/ JCS WASHDC/ICISH
{CR USACC FT HUACHLCA AZ//CC-0PS//
{23 TTHSIGCOM FT RITCHIE MDZ/CC-OP//
CUSACCLYCY VASHDC//CC-LH0N// ZEX/USMISSION USKATO/POUCH

UBCLAS BRUSSELS BE 01778
CIme: 217/83
51..353'.7 : nEé.L m.a ??"LBLE%*EVER. TELEGRAFH REJECTS

REFERIRICS: L’SE‘U“' 7817387 FEB &3 (PaOTAL)
- 8. D4 0315151 KAR 83 (NOTAL)

1. REF A, IKTER ALIA, IDENTIFIED A REAL WORLD CORHUMICA-
" TICNS PROBLEM AKD PROVIDED INFORMATION ASOUT U.S. RE-

* CEIVED MESSAGE TRAFFIC AND BEJECTS AT THE EVERE LOCATION
FOR THE FIRST FOUR DAYS OF EXERCISE WINTEX-CDSER 837 REF
B, INTER ALIA, ACKMOWLEDGED RECEIFT OF REF A AXD ADVISED
TVAT ACOITICHAL NEASURES KAD BEEW TALEN TO IMSURE THAT
U.5. MESSAGES COMPLY WITH THE KATO-WIDE COMRUMICATIONS
SYSTEX (KW¥CS) FORAAT. .

2. ACDITIONAL INFORMATION CONCERWING U.S. WESSAGE TRAFFIC
EXTERING THE NWCS IS FURNISHED BELOW FOR THE REMAINDER OF
EXERCISE WINTEX-CIXEX 83:

..( l

- M3GS RELD: K. OF REJECTS: DATE:

- 28 FEB 83 (1)

- 38 15 1 MR &3

- 35 1 2 MAR 83

- {0 12 KR8

- g 18 4 ¥AR 83

- i3 2 5 XAR 83

- iE 28 £ ¥R &3

- 47 0 7 KAR 83

- i 22 § MAR 83

- 24 12 9 MAR &3

(%) NOTEZ: DUE TO XALFUNCTION OF THE TARE EQUIPMENT THE NiM-
BIR C NWCS RECEIVED WESSAGES WAS NOT CAPTURED; BUT, DATA .

FOF RECECTED XESSAGES IS KNOWH. THE U.S. MESSASE REJECTS
T{}TAL:D 28 FCR THIS DAY.

3. THE ABOVE DATA REVEALS:

- K. THAT THE U.S. MESSASE REJECT RATE FOR THE FIRST
FOUR EXERCISE DAYS, USING THE W¥CS, ¥AS 52 PERCENT.

- B. EXCLUDING 28 FEB 83 (DUE TO IKCOMPLETE DATA) THE
U.S. MESSAGZ REJECT RATE FOR THE REMAINING KIHE DAYS WAS
45 PERCENT.

- C. THE TOTAL KUMBER OF WYCS MESSAGES RECEIVED OVER THE
~THINGTOK CIRCUILT WAS §22.

- D, THE TOTAL KUMBER OF MESSAGES REJECTED WAS 251,
EQUATING TO AN OVERALL U.S. NESSAGE REJECT RATE (EXCLUDING
28 FEB) OF 48 PERCENT.

4, DURING EXERCISE WINTEX-CIMEX 83 LTAISON YAS KAINTAINED
CAILY BETWIER USDELMC AKD THE CHIEF OF THE WATO SITUATION
CENTRE, WHO MAKACES THE GPERATION OF THE HATO (OseUNICA-
TICus CENTER. AFTER RZCEIVING REFERENCE B, Wt REIVIEWED
AN DISCUSSID THE PECCHMIKDATION CONTAIKED IN PARAGRAFH 1

13
FTIOH (1.8,

IvFZ COTS(4Y 035:(2) KIDS(1) J3:MNCCL1) C3S!8)

R T S ) S s R L R N P e d

E DEPARTMENT OF DEFENSE

" FORMAT REQUIREMEKTS AMD PROCEDURES.’
" PAST, ¥E HAVE PROVICED (UROFFICIALLY) THE HARD COPY OF LS.

\

THEREOF, +WE JOTHTLY CONSIDER IT MORE ADVANTASECUS THAT A"
PCTCS REPRESENTATIVE VISIT RATO HQS-EVERE VHERE WE CAX*
SIT DOYN TOGETHER AXD GO CVER THE HARD COPY EXAXPLES OF

CENTER

. THE U.S. MESSAGES AYD SPECIFICALLY FOCUS Of WHAT CAUSED

THE VARIOUS REJECTS AND DISCUSS IH DETAIL HATO HESSAGE
04 OCCASICH IN THE ¢

EXERCISE TRAFFIC FOR PCTCS USE/AHALYSIS. THE BESULTS HAVE
BEEN LESS THAN SATISFACTORY CUE TO VARICUS REASONS (E.G.,
TURNOVER OF U.S. OPERATOR PERSONKEL AND MINIMAL USE OF THE
We(S WASHINGTON/EVERE CIRCUIT, EXCEPT DURING MAJCR BATO
EXERCISES WHERE WASHINGTOM WAS PARTICIPATING).

5. USDELWC ¥ILL BE PLEASED TO COORDINATE A MUTUALLY
AGREEABLE DATE FOR A JOINT MEETIXG AND SUSGEST A Chi-DAY
OR PERHAPS TWO-DAY MEETING WOULD BE ADEQUATE. REGUEST
THAT YOU ASCERTAIN IF OUR ABOVE MENTICHED RECOMMENDATION
CAN BE AGREED.

§. THIS IS A JOINT USDELMC/USHISSICN ULSNATO MEISSAGE. BT

-

Page determined to be Unclassified
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AN Al e d il EE».{(
DEPARTMENT OF DEFENSE ‘ -

JC3 MESSAGE CENTER ~

ROUTIRE

P 2817381 FfR 22

¢
£
&

FH USDELKC DRUSSILS B:

19 OA VASHDC//ORG-CAS-CI/ FRICENY
0IC USSLC PIC WASHRS PRIDRITY
(0% USALE G5 CCMD vasHa( PRICRITY

1550 CORTTESICION FT RITCRIE A2 /LL-0P1/
BUesHri/C0R USATE FTORUACHUCA
R277C0-0850)
SECDEF WASMIL//C3L

TEN/USKISSIOY LSHATO POUCH

F1 HUACHUCA
JCS SASHDC/ /L3547
SECSTATE waSHeL
LNCLAS ERUSSILS 52 01330
CI:E 184/93

Pt

j: «I. I S”CZLE‘% i‘f’?‘ TEL:SL‘-F&& R JECTS

RIFERINCE: FONICON ZITWELN MAJ JCRNSON (OJCS, (35 RESPOESE
CELL REP FOR EXER WINTEX/CIMEX 83) AND COL TAYLOR, USDELMC,
0§ 28 FEB 83

1. DURING RTF CCRVERSATION A REAL VORLD COMMUNICATIONS
FROBLEP WAS HIGHLIGHTED: KAMELY, THD HICH REJELT RATE OF
U.S. TEAFFIC ERTIRING THE KAIG- Y]D: CCeMUKICATIONS SYSTEM
(K¥CS) KZTWORK FPOM THE WASHINGTON DC TERMINAL LOCATED IN
THE FIRTASON TELECC#‘.H NICATICS CENTER.

2. TS USBEL W45 ADVISED BY THE GIC. KATO CGHMUNICATICN

CENTER, OF SCMD OF THE STATISTICS FCR THE EVERE TELEGRAPH.

AUTCHATIC RZUVRY ECUIPMENT (TARE) RELATINS TO THE U.S. RE-
CEIVED WIS RLCORD MISSASE TRAFFIC (DURINS EXER WINTEX/
CIMEX £3). THIS INFO IS SKOwY BELOW:

SELECTED DATES:

¥3ES RICD: KD, OF REJECIS:

- 53 u 24 FEB £3
- i 2 25 FSB £3-
. ! 2 25 £E8 g3
- 32 : 27 FE2. 83

§ A3 EXTAIMILY WIGH VAICH CAUSES U.S.
“:-IC KOT BISEAT %OT £E1N5 RECTIVED 1N
IMPACTS ADVERSELY CN THE EXERCISE TELE-

A TIMELY M2RNEF AR
COMMUNICATIONS SUFFORT AT KATO H3S.

3. Th A3QVE MIISASES WERE RLJICTED BECAUSE U.S. OPERATCAS
ARE WOT FOLLCWING THE ACP (ALLIED COMUNICATICNS PEOCEDURE)
127, KATO SuPP-3 AS SUPPLIMENTED 8Y CCu{EN-143-31 (GPERA-
TING PROCEDURES FOR THE WISSAZE SWITCHING CAPASILITY OF THE
HATO-YIDE COMMUNICATIONS SYSTEM (KC)) EDITION IN USE IN THE
IMCS. THESE PARTICULAR PZCCEDURES HaVE BEEN DISSEMINATED
TO THE YN¥CS TERVINALS.

4. THZ EVERE TAZE USIS A REAL TIKE ¥ORKINS CCMPUTER IN
U3DER TO PROTESS THE INCCAING TRAFFIC. THE TRRE ANALYLES
EACH INCOSING KISSASE 14 A VESY STRICT BUT LOGICAL HaNNER,
ATCHINE CLOSELY AT EACH DIS‘F’P,’S’;CY BITVIEN TEE WRITTEN
INSTRUCTIONS 1K ITS PROGRAM AND THE RECEIVED SIGNALS EITHER
IN THE HEADING O IN Tit TtXT If DURING THE PRCCESS, THE
TARE DETELTS DISCRIPANCIES, IT WILL REJECT THE MESSAGE AND
STO2E IT I A SEPARATE PART OF ITS MEMORY WiTHOUT ANY FUB-
THER LOOK AT TEE PRECESENCE. TN ITS TURY THE RIJECT WILL
BE EXTEACTED QUT OF THAT MIMOZY AMD YILL BE PRINTED OUT Y
A TELETYPL MACHINE AT THT SUPLRVISOR FOSITION. AT THIS
TI}‘E THE TA2F SUFERVISOR TAKES ONE OF THE TWO FOLLOWING AC-

NS:

- A INfruS THT CRIGISATING TERMINAL ABCUT THE REJEC-
TICH &40 FEGUEISTS THAT TERMINALS (O7RECT AN RETRANSMIT THE
PISSHEE,

AITITY - T 1,80

0ls:(2) 3 5\_’ T b CCCJIJ(I)
4 7] rms\ CEASTITY) SECDTEA(1)

mi

TYUS RUFHHARIISO 6331733

-

1. THIS IS JoIuY

- B. COX2ECTS THE ¥ESSASE AND BEINTRGDUCES IT IN THE

SYSTEM. THIS RPPLIES CuiY TO INCCHING TRAFFIC,

5. THE CRITICALITY OF ADHERING 1O THE ACCURATE-USE OF =02
127, HATO SUPP-3 FORMAY CANROT SE EXPHASIZED ERJUGH, TO
FACILITATE TIMELY RESSAGE FLOW CF TRAFFIC FROM THE ¥ASHING-
TON B2EA, IT IS URGEHTLY REQUZSTED THAT YOU TAXE THE RICZS-
SAPY C RCTIVE ACTICY TO REQUCE THE RASER C' FfJ-

AGES (L.E., INCREASE CreRATUR A¥R2INISS AND (O3
TP.AI.‘.‘II:G O THD (ZITICAL ZIQUIRTHINTS 28D RIGI& ?'J-»x Fin-
TURES OF THZ TARD SWITCH: A4D, SUFERVISE OPERATOR PEESCHNEL
BY PLACING ACOITIONAL E}‘?"’AJIS Gt QUALITY CONTEOL 10 E4SURE
THAT PRCCEDURAL AXD FOZMAT ERROAS ART MINIMIZED).

6. REQUEST ADVISE.
USDELKC/USNISSICH KATO HESSAGE. BT
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THE JOINT CHIEFS OF STAFF o EO 3%25(“:3%?04 325@ 1
VIASHINGTON, D.C. 20301 ‘ i

5 April 1983

THE JOINT STAFF

MEMORANDUM FOR C3S EVALUATION OFFICE

Attention: — . J3S su.s.c.gssz(ro)@

Subject: WINTEX 83

1. Reference notes on: WINTEX 83 Senior Level First Impressions
Conference, 22 March 1983.

2. The following is submitted to assist in the drafting of a response
to reference.

.;NAIﬁmlnﬁerogerablllty is hindered _by the need for data Seécurity
gdlffege - in 1 tlonelmmi;itary force st féﬁure‘hdoctrlne, and=
taeticsd “historical and geographic dissimilarities; and poIltlcal
'and economic conditions which strongly affect military matters in

the areas of international cooperatlon and dependence. i oreover,
= e = .
n 51nce partlc;gaﬁzon

e

NATO cannot dictate standsrds and coopéra
0 e fa

iin NATO by ifs m s
y’consensus.; TNATO” organlzatlons ‘and committeés“¢an only‘recommend

persuade, and coordinate.

4. Interoperablllty with NATO can be further hampered by 1ncompat1—
ities with US 1nteroperab111§y standards and procedures. £Major

A g

‘initiatives addressing NATO interoperability ‘are:

a. fﬁATQ”REtibﬁéii%at16ﬁ7§tandaraiiét1on/I”feronerablIiEf'{W/S/I)
This program”exhorts the éfficiént use of what 1§ availab.
andggncoqggges)standarag“iﬁ “equipment: an&'procedufGSWWiﬁtegration’
of forces and tactics wheére possible;-and“balancéd and compatible
force structures. These objectives, extended to NATO command .
and control, seek common design and procurement of systems,
standards for intersystem operations and procedures, and.comple-

mentary national capabilities.

S g A e g S T

b.{Command and_ control coogeratlon in_dévelopment and procurément.
The Conference on NATO Armaments Development, the highest NATO
JnonLtor and advisor of cooperative developmentgyis concerned. .
with’ ccmgatlble and’ 1nterogerab1e command and control systems*
Although cooperative NATO procurément need not necessarily
mean common equ1pment which may be undesirable due to national
differences_in equipment replacement schedules and other factors,
1tfcan result in reduced or shared’ acqulsltion ‘costs; reduced
wartime lOngthS, ‘maintenance, "and” tralnlng problems, and
comollance with. interface standards../Major. systems prociurements
éplanned or coordinated by NATO,Ne s P NAEW&C,WCAMPSk%ACB ACCIS,



éand the ‘emerging Air Command and Control System (ACCS) initia-
itlve, demonstrate this trend, and focus on solving the
pressing problems of NATO-national command and control

compatibility and interoperability.

c. Non-NATO multi-national oganizations concerned with
communications and information exchange also contribute to

NATO interoperability or to a conducive European

infrastructure. The European _Common Market has adopted the

{International Consultativq Committee on Telegraphy and

5TeI§§h ﬁi;(ngﬁgkﬁgecommendedﬁx .25 protocol for packet
i ng communications, and’ls recommending adoptlon plets’

f51x membe;mnatlons 6f Ada as a common ADP(apQ}lcatlons

;la .~ ’THe “Indépéndent European Planning Group, which is
thé association of the European nations within NATO, has many
military panels which pursue cooperation and standards, and
the joint design and production of families of systems. An
example of a specially convened ad hoc effort was the
Multifunctional Information Distribution Systems study group,
consisting of military and industry representatives whose
examination of electronic countermeasures (ECM) resistant
rtactical communications (including maritime and IFF) should
lead to a much needed NATO STANAG.

- Su,s,c,ésa@@

Colonel, US
Chief, Interoperability
Division
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